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HOW MANY PEOPLE HAVE 
EXPERIENCED THESE DISASTERS?
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Most Commonly Seen

68% of downtime
incidents

<10% of downtime
incidents

Booming 
threat

One of the 
most common

Consistent Threats





Crypto/Ransomware
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VIC/TAS is under attack



The Nation – is at risk





 They did not pay the $73k in ransom (100 bitcoins)
because they had proper backups

 However….

 They did not have a continuity solution

 Down 2 days (Friday & Saturday)

 735,000 rides a day offered for free

 $2.25 per ride

 Lost $1.65 million per day in revenue

HOW MUCH DID IT COST…



 Reputation and Brand Damage

 Compliance and legal Implications

 Notifiable Data Breach Act (oaic.gov.au)

 Customer Retention

 Employee Productivity/Retention

 Peace Of Mind

BEYOND THE NUMBERS
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NDBA - Background
 Came into effect on February 22, 2018 

 Conducted by the Office of the Australian Information 

Commissioner (OAIC)

 Strengthens Australia’s privacy laws 

 812 data breach notifications reported in 2018

 33% Human Error – 64% Malicious Attacks





= 812 notified breaches in 2018
= 460 in Q1 + Q2 in 2019

(On average 18 reported breaches p/week to OAIC)
https://www.oaic.gov.au/privacy-law/privacy-act/notifiable-data-breaches-scheme/quarterly-statistics-reports/

NDBs 2018/2019
Quarter Number of 

Notified 
Breaches

Human Error Malicious/
Criminal Attacks

System Error

Q3 2018 245 37% 57% 6%

Q4 2018 262 33% 64% 3%

Q1 2019 215 35% 61% 4%

Q2 2019 245 34% 62% 4%



Kinds of Personal Information Involved in Breaches
Q2 2019



Q2 2019 - Cyber Incident Breaches

Malicious/Criminal Attack breakdown



Q2 2019 - Cyber Incident Breaches









SAAS PROTECTION

SAAS PROTECTION

WHY 
SaaS 
PROTECTION?



1 in 3 COMPANIES 
HAVE EXPERIENCED 
DATA LOSS IN SaaS 

APPS



SAAS PROTECTION

SAAS PROTECTION

THE SHARED 
RESPONSIBILITY MODEL

Microsoft provides for the security of
the cloud, and the tenant (partner) 
provides the security in their cloud.



SaaS VENDORS DON’T 
PROTECT USER DATA



As recommended by the Microsoft Malware Protection Center (MMPC) in their “Backup the best defense 
against (Cri)locked files” blog post, you should back up your files on a regular basis by enabling System 
Restore, using  manual syncing methods, or even by manually moving your files to a separate drive.

We recommend that your backups are kept in an 
external, non-mapped or not synced storage.

Step 1: Make sure you have a backup of your files

We cannot guarantee that you will be able to recover 
your data.
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RANSOMCLOUD



HOW HACKERS INFECT 
OFFICE 365 WITH RANSOMWARE

User receives email inviting 
them to try Microsoft 

branded SPAM filtering tool



HOW HACKERS INFECT 
OFFICE 365 WITH RANSOMWARE

User authorizes the tool to 
access their Office365 

account



HOW HACKERS INFECT 
OFFICE 365 WITH RANSOMWARE

Emails become encrypted



HOW HACKERS INFECT 
OFFICE 365 WITH RANSOMWARE

Hackers demand a ransom



Rethink backup!
Rethink DR!

Move to Continuity!

DR  BC

More data, more threats
Understanding the risk



It’s not a matter of 
if…

It’s a matter of when..



BACKUP = SPARE TYRE

• Rusty Dusty Spare in the boot
• Is the spare still inflated?
• Is it good to use?
• No way to check if it is working 

before you need it
• Get out of car & get hands dirty
• Disruptive



DISASTER RECOVERY = RACT MEMBERSHIP

• Procedure in place
• Could take a while for RACT to arrive
• A lift to the mechanic
• You are going to be late (Downtime)
• Left waiting in the car 
• Disruptive 



BUSINESS CONTINUITY = RUN FLAT TYRES

• Run Flat tyres

• You do not have to stop

• Continue on your journey

• May need to slow down slightly

• Safe, and saves time

• Automatic notification if there is a 
problem

• Minimal disruption

• Gives you continuity



Filing 
Cabinet

WHY BUSINESS CONTINUITY?

Business ContinuityDisaster RecoveryBackup Software

Copies/backup of your 
data

Disaster recovery (DR) focuses 
on the policies, procedures & 
technology to enable the 
recovery of I.T

Next evolution of technology and is 
focused on minimizing downtime

Tape 
Storage

File 
Based

Image 
Based/USB

Continuity
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Instant Virtualization – Local & Off-Site/Cloud



Thank you.
Any questions?

Kultar Khatra
kkhatra@datto.com

linkedin.com/in/kultarkhatra
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